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Sept 11 attacks—  increased concern ,#@"
regarding misuse of common sealed source$® W%

A RDD threat in changed security environmen

™

Result: more sophisticated modeling of the
potential consequences of an attack

| o Small Particles Entrained in Fireball
o =0, 4 .

R - Ballistic Particles
o Health and safety impacts

o Economic consequences

o Different radionuclides undatifferent e k;wmwﬁ,%w%“

environmental conditions

A Terroristgroupscontinue actively to seekuclear and radiological materials and the
expertise needed to weaponizeem

A Increasing concern regarding homegrown extremistst 26y25 T ¢ | (G0 O

insider threats
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Truck with Co-60 Hijacked (Mexico,

Stolen Cs-137 (North Carolina,
1998) - 19 vials of Cesium-137 were
stolen from a locked safe at a
Greensboro, NC hospital during the
NCAA basketball tournament hosted
in Greensboro. The vials were
never recovered and insider
involvement was likely.

NYSE,

National Nuclear Security Adminiztration

2013) - A vehicle carrying a disused 3,000
Co-60 teletherapy source was hijacked
during transit to a disposal site

Dhiren Barot (UK, 2006) - Arrested in

the U.K. and admitted to performing
reconnaissance of American targets for
Al-Qaeda. Plotted to blow up the NY

St ock

Exchange

wi t h

Unauthorized Access to GammaKnife Room

(Pittsburgh, 2006) - Egyptian national, on a

student visa and possessing a large industrial
screwdriver, was found after hours in a hospital
room housing a large gamma knife machine
containing hundreds of Co-60 sources. Scratch
marks were left on the back of the machine.

Cs-137 Source Stolen for Extortion

Purposes (Argentina, 2009) - Two armed

men entered the Baker Atlas drilling equipment

storage facility and took a container containing
6]’r 37 sources LBSed fOBOll well logging for

a ot
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A Opensource RDD cost assessments suggest a varie
post-event costs and challenges

A Economidmpact of aWa A 3y A F dpotenyfally inw 5\0

billionsof dollars

o W{ A 3 yvk5F B&binlitighirom DHS/EPRrotective
ActionGuide (PAG)

0 1km?contaminationresulting in 2 rem/yfirst year
and 500 mrem/yr in subsequent years

A Event recovery challengesdill vary substantially
depending on the location:

o Populationcentervs. economic infrastructure =
different cost types angolicychallenges

RDD Cost Assessments in Context

1% 2004 MapQuest,com, Ine., & 2004 NAVTEQ
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Two independent studies of RDD attacksthe ports of Los Angeles and Long Beach:

GSO02y2YAO 02y a JnjtzSers@SDdliondof dollars, incl@dihditisea

RSO2y Ul YAYIFUGA2Yy O2adtdaz yR G4KS AYRANBO
(A Risk and Economic Analysis of Dirty Bomb Attacks on the Ports of Los Angeles and LoHgR®sathand D. vorWinterfeldt
Society of Risk Analysis (20007

Ghocdn. Ay f2aaSa-AW2IINZY $ 2¥MABEK | 3R $bld

(JiYoungPark,The Economic Impact of Dirty Bomb Attacks on the Los Angeles and Long Beach Ports: Applying-tev8ogplEMO
(National Interstate Economic Modeljournal of Homeland Security Emergency Management (2008).

A Costs typically considered in RDD economig A Costs less often considered in impact

impact analyses include: analyses include:
o Emergency response o Commercial waste disposal costs an
o Evacuatiorand/or relocation challenges

o Medicala SNIBA OSa T2 NJ

o0 Infrastructuredecontaminationor = )
gSttce

demolition/replacement o
o Agriculture impacts o Psychologicampacts

Lostbusinessevenues during remediation ~ ©  'ade restrictions
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(i.e., nearterm) 0 Longterm business impacts
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Policy/legal uncertainties could contribute to a challenging/costly poatnt environment:

A Public communications effectively sharing radiation and radiation protection
AYF2NXEFGAZ2Y (G2 YAGAIFLGS O2adteée aLI yAO

A Decontamination standardswhat levels would an affected community require?

A Wastemanagementhallenges; waste transportation and disposal capacity and costs
for large scale remediation

-

A Costrecovery and liability determinatiog how will the costs be allocated? Who pays-

%$5.,000

$4.500 m Cleanup/D&D i
£ s4.000 i i —
g 3 H Lost Earnings (Loss of Life)
= %$3.500 O Rebuild/Content Replacemen{
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15 mremiyr 100 mremiyr 500 mremiiyr 2.0 remiyr 5.0 remiyr
Cleanup Standard

10-kCiCs137 Detonation inNew York City

SourceReichmuthBarbara, et alEconomicConsequences of a RallicAttack: Cleanup Standards Significantly Affeost
RichlandWA: PacifitcNorthwest National Laboratories, PNiSIA45256,2005, Figure 9.
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A 2013¢ IAEA Codef Conduct meeting in AbDhabi

o Concerns raised regarding liabilities related to
misuse of sources

o Internationalnuclear liability conventions do not
cover sealed sources

A 2014¢ Report of the U.S. Fedeiateragency
Radiation Source Protection and Security Task Force
(Task Force) addressed the challenge:

GC2NJ f AOSyasSsa 2 YIS AyT:
decisions on the management and use of
sealed sources, information on the
potential liabilities must be as clear as
L1I2aaArof Soé



