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Radioactive Materials and RDDs
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Á Sept 11 attacks          increased concern 

regarding misuse of common sealed sources

Á RDD threat in changed security environment

Á Result: more sophisticated modeling of the 

potential consequences of an attack

o Health and safety impacts 

o Economic consequences

o Different radionuclides under different 

environmental conditions

Radioactive Materials and RDDs

Á Terrorist groups continue actively to seek nuclear and radiological materials and the 

expertise needed to weaponize them

Á Increasing concern regarding homegrown extremists ςάƭƻƴŜ-ǿƻƭŦέ ŀǘǘŀŎƪǎ ŀƴŘ 

insider threats
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Stolen Cs-137 (North Carolina, 

1998) - 19 vials of Cesium-137 were 

stolen from a locked safe at a 

Greensboro, NC hospital during the 

NCAA basketball tournament hosted 

in Greensboro.  The vials were 

never recovered and insider 

involvement was likely.

Truck with Co-60 Hijacked (Mexico, 

2013) - A vehicle carrying a disused 3,000 

Co-60 teletherapy source was hijacked 

during transit to a disposal site

Unauthorized Access to GammaKnife Room 

(Pittsburgh, 2006) - Egyptian national, on a 

student visa and possessing a large industrial 

screwdriver, was found after hours in a hospital 

room housing a large gamma knife machine 

containing hundreds of Co-60 sources. Scratch 

marks were left on the back of the machine.

Dhiren Barot (UK, 2006) - Arrested in 

the U.K. and admitted to performing 

reconnaissance of American targets for 

Al-Qaeda. Plotted to blow up the NY 

Stock Exchange with a ñdirty bombò.

Cs-137 Source Stolen for Extortion 

Purposes (Argentina, 2009) - Two armed 

men entered the Baker Atlas drilling equipment 

storage facility and took a container containing 

Cs-137 sources used for oil well logging for 

extortion

Regional Radiological Incidents
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Á Open-source RDD cost assessments suggest a variety of 
post-event costs and challenges

Á Economic impact of a ΨǎƛƎƴƛŦƛŎŀƴǘ w55Ω ςpotentially in 
billions of dollars

o Ψ{ƛƎƴƛŦƛŎŀƴǘ w55Ω definition from DHS/EPA Protective 
Action Guide (PAG) 

o 1 km2 contamination resulting in 2 rem/yrfirst year 
and 500 mrem/yr in subsequent years

Á Event recovery challenges will vary substantially 
depending on the location:

o Population center vs. economic infrastructure = 
different cost types and policy challenges

RDD Cost Assessments in Context
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Á Costs less often considered in impact 
analyses include:

o Commercial waste disposal costs and 
challenges

o Medical ǎŜǊǾƛŎŜǎ ŦƻǊ ǘƘŜ άǿƻǊǊƛŜŘ 
ǿŜƭƭέ

o Psychological impacts

o Trade restrictions

o Long-term business impacts

Á Costs typically considered in RDD economic 
impact analyses include:

o Emergency response 

o Evacuation and/or relocation

o Infrastructure decontamination or 
demolition/replacement 

o Agriculture impacts

o Lost business revenues during remediation 
(i.e., near-term)

Two independent studies of RDD attacks on the ports of Los Angeles and Long Beach:

άŜŎƻƴƻƳƛŎ ŎƻƴǎŜǉǳŜƴŎŜǎ Φ Φ Φ ƭƻǎǎŜǎ in the tens of billions of dollars, including the 
ŘŜŎƻƴǘŀƳƛƴŀǘƛƻƴ ŎƻǎǘǎΣ ŀƴŘ ǘƘŜ ƛƴŘƛǊŜŎǘ ŜŎƻƴƻƳƛŎ ƛƳǇŀŎǘǎ ŘǳŜ ǘƻ ǘƘŜ ǇƻǊǘ ǎƘǳǘŘƻǿƴΦέ 

(A Risk and Economic Analysis of Dirty Bomb Attacks on the Ports of Los Angeles and Long Beach. H. Rosoffand D. von Winterfeldt.  
Society of Risk Analysis (2007)).

άϷосΦп. ƛƴ ƭƻǎǎŜǎ ŦƻǊ ƻƴŜ ƳƻƴǘƘ ƻƴ ŜȄǇƻǊǘ-ƛƳǇƻǊǘ ƭƻǎǎŜǎ ŀƴŘ ϷоΦо. ƛƴ ƛƴŘƛǊŜŎǘ ƛƳǇŀŎǘǎΦέ 

(JiYoungPark, The Economic Impact of Dirty Bomb Attacks on the Los Angeles and Long Beach Ports: Applying the Supply-Driven NIEMO 
(National Interstate Economic Model), Journal of Homeland Security Emergency Management (2008). 

RDD Cost Considerations



10-kCi Cs-137 Detonation in New York City

Policy/legal uncertainties could contribute to a challenging/costly post-event environment:

Á Public communications ςeffectively sharing radiation and radiation protection 

ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ƳƛǘƛƎŀǘŜ Ŏƻǎǘƭȅ άǇŀƴƛŎ ǊŜǎǇƻƴǎŜǎέ

Á Decontamination standards ςwhat levels would an affected community require?

ÁWaste management challenges ςwaste transportation and disposal capacity and costs 

for large scale remediation

Á Cost-recovery and liability determination ςhow will the costs be allocated?  Who pays?

Post-Event Policy Considerations

Source: Reichmuth, Barbara, et al. Economic Consequences of a Rad/NucAttack: Cleanup Standards Significantly Affect Cost, 
Richland, WA: Pacific Northwest National Laboratories, PNNL-SA-45256, 2005, Figure 9.
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Á2013 ςIAEA Code of Conduct meeting in Abu Dhabi 

o Concerns raised regarding liabilities related to 
misuse of sources 

o International nuclear liability conventions do not 
cover sealed sources

Sealed Sources and Liability �t �Z�t�Z�}���W���Ç�•�M�[

Á2014 ςReport of the U.S. Federal interagency 
Radiation Source Protection and Security Task Force 
(Task Force) addressed the challenge:

άCƻǊ ƭƛŎŜƴǎŜŜǎ ǘƻ ƳŀƪŜ ƛƴŦƻǊƳŜŘ 
decisions on the management and use of 

sealed sources, information on the 
potential liabilities must be as clear as 

ǇƻǎǎƛōƭŜΦέ


